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one prOJECt’ multiple Objectives ..................................................................................

)‘ Add convenience and remove frictions in digital payments

} Contribute to the digitalization of payments

4 Promote financial inclusion

4 Improve competition in the payment system

} Offer a payment option for innovative businesses

( Lower payment costs
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volume of transactions (million)

transactions

3 billion transations/month o 2011

2193

2 billion transations/month

................................................................................................... savings in 2021 for _
b, consumers and companies

usp 5,7 bi

Prime Time for Real-Time Global
Payments Report | ACl Worldwide
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users (million)
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volume of transactions (billion)

estic perspectivee
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ational perspective 9 In 2022:

Number of transactions per capita TO P 2 Real-Time
Payment Transactions
Globally (15% of transactions)

4‘"h on the Global
Ranking on Real-Time
Transactions per Head
per Month (1st on Latam)

ACl Worldwide e GlobalData
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volume of transactions (%)

Initiation e
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phone book integration march/2021)

@ due billings guly/2021)

mandatory scheduled transactions (september/2021) Why

" : : : How to priorit
e initiator - link with Open Finance (october/2021) P

@ precautionary block (ovember/2021)

Q Special Refund Mechanism (november/2021)

withdrawal of cash (november/2021)
secu rlty imprOvementS (permanent agenda)

Development

Launch stratec
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P2P

2 P2P - cashin
P P2B

4 P2B - e-commerce

and m-commerce u S e
Cadses

refund

Y P2B | P2G -Due

withdrawal of cash billings

B2B

4 L BANCO CENTRAL
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92,6% of transactions are

up to R$ 200 (USD 40)

4 PIP 0T
i, Ml
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Esleclone o tipo de chave @ raalize & busca

Walar

RS 0,00
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% dm 140 comciery

Case nio tenha uma chave para enderecamants do
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& Transferir com Pix

Como vocé deseja realizar a
transferéncia?

CHAVEPIX AG.E NTES CONTATOS

Q Bu

Amandinha

Ale Primo

Antonia Diarista

Adilon Min Comunicacao

Ana Unslaueld

« Pix com chave

Escolha o tipo de chave @ Favoritos
Informe a chave de quem ird receber

CPF/CNPJ O
Celular ®
61
E-mail O
Aleat O
OK
! i =
i 1 2 ] &
L & 2
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Me ajude
Tenho um filho
de 4 anos diagnosticado
| recentemente com autismo,
1 tenho um gasto semanal de
200 reais para leva-lo para
a terapia pois Matheus tem -
fobia de 6nibus.
Aceito doagdes_
de leite fraldas e alimentos
Qualquer valor ajudara!
@ @Matheusmeireles202

Ee

| | CHAVE PIX Celulor:
61994550419




A taste of real life
examples



https://bacen-my.sharepoint.com/personal/natacha_rocha_bcb_gov_br/_layouts/15/stream.aspx?id=%2Fpersonal%2Fnatacha%5Frocha%5Fbcb%5Fgov%5Fbr%2FDocuments%2Fcashin%2Emp4&wdLOR=c791D36F8%2D070A%2D42DF%2DB67B%2D3A8C049C547F&ct=1685043143482&or=Outlook-Body&cid=3CA09030-0287-4367-A770-375D7489878A&ga=1

Micro & small liberal physical e-commerce m-commerce
business professionals stores
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Payer software business
\
| Pix API
\
oo oo
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Bl Bl
PSP PSP
of payer of payee

Micro & small liberal physical e-commerce m-commerce
business professionals stores

» Relationship with a PSP * Relationship with a PSP

* Checkout solutions with Pix integration

- Banking apps (Standardized APIs)




Adoption by 9

market share of P2B in Pix

18% 18%
17% 17%

5%

% of transactions P2B / total transactions

am volume of transactions P2B (million)
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Pagamento - QR Code Estatico

Ao escolher pelo pagamento
com QR Code, 0 usdrio sed
direciorado para {azer a lehum
do QR Code. Aque 530
Gugendas outras cpghes de
PAgAMENto DA O CasO
do QR Code ndo funcionar,

Apos a letura do QR Code, 0
usuINC serd drecicnado para uma
darea com Informagdes sobire o
pagamento e iInfarmagtes do DICT

Masta case & o

[ P ——




DESCONTO_DE
NO P11

Chave: CNPJ. 20.507.777/0001-54
Express

Ernvie comprovants para nosso E-mal ou WaRASE:
[EMECHS
5 PLL e
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A taste of real life
examples

Faca a leitura do QR Code
e aguarde...

Abrir da galeria



https://bacen-my.sharepoint.com/:v:/r/personal/natacha_rocha_bcb_gov_br/Documents/Microsoft%20Teams%20Chat%20Files/VID-20221109-WA0006.mp4?csf=1&web=1
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E-commerce | m-commerce

Pagamento

CPF do pagador

a R E N N E R AmMazon cn.. Finalizar a compra (1 item)

2 Selecione um método de pagamento R T
PAGAMENTO o, plx ecomendado
a Ol Mayara. ”

Agora vocé pode usar pontos Livelo Aprovagao imediata

5 Cartiodecrédito para comprar na Amazon.com br.

PIX
) Seus cartoes de crédito _ .
=] CartsoRenner Sigs nossss cicas & fags um Pix! O — Vencimento — Cartdo de Crédito
[-=_] -
O BE (crédito) Ourocard Mastercard Platinum  Mayara T Yano 12/2026 Até 3 vezes sem juros
Estilo terminando em 4234
Parcelas n3o disponives Por qué?
PIX 3% off exceto parceiros i B Adicionar um carto de crédito s A Amazon acsita viriss bandeiras d cartio de crédita. Boleto
ﬁ Boleto Aprovado em até 2 dias uteis
Cartio Prasenin Depois. £ 56 fazer Um Pix 7o 300 Qus Vock quiser
(o] Vencimento em 1 dia Uitil. A data do entreqga serd alterada devido ao tempo de processaments do
Boleto, Veja mais na préxima pagin.
Il soteto Bancario

Pix

® & O cooigoPix gerado para o pagamento é walida por 30 minutos apos a finalizacio do pedido.

Pix - E simples e seguro

Seu saldo disponivel

Insira um Cupom de desconto ou Vale-presente 1 FII"\a|IZE a Compl’a para ser
direcionado ao pagamento.

2. Acesse o aplicativo da sua <»  Comfort ¢ R$32,78

033 ]

instituicao financeira, leia o QR
Code ou copie e cole o link.

3. Confira as informacdes de ¢ P
pagamento e pronto!


https://bacen-my.sharepoint.com/:v:/r/personal/natacha_rocha_bcb_gov_br/Documents/Microsoft%20Teams%20Chat%20Files/VID-20221108-WA0020.mp4?csf=1&web=1
https://bacen-my.sharepoint.com/:v:/r/personal/natacha_rocha_bcb_gov_br/Documents/Microsoft%20Teams%20Chat%20Files/VID-20221108-WA0020.mp4?csf=1&web=1

Loja ABC

E Finalize sua compra

Valor total
R$120,00

Escolha seu método de pagamento

cartdo crédito boleto Pix

Loja ABC

age

O.lL

Leia o QR code para pagamento,
ou copie e cole o campo abaixo
para inserir no aplicativo da sua
institui¢ao
00020101021226700014br.gov.bcb.pix254
8pix.example.com/8b3da2f39a4140d1a%91a
bd93113bd4415204000053039865802BR5

913Fulanode
Tal6008BRASILIA62070503***630464E4

copiar cédigo

PSP XYZ

v

PSP XYZ
Pagar via Pix

Inser¢do manual
Chave Pix

Ler QR

Pix Copia e Cola

LY

PSP XYZ

Ol3a, Fulano de Tal!

Seu saldo é RS e

extrato empréstimos
m
transferéncias cartoes

v

PSP XYZ

Pix Copiae Cola

Cole o cédigo abaixo

v

PSP XYZ

Vocé confirmaa
transacao abaixo?

Recebedor: Loja ABC
Banco DEF
Agéncia 1234
Conta 123456
CNPJ 12.345.678/0001-99

%j)\

Loja ABC

Sua compra foi
processada com
sucesso!

Nimero do Pedido

123456789

Identificagdo do Pix
ID#E12345678202108311200080012345678



Consent Authentication Confirmation

The payer, in the Initiator environment, The payer is redirected to the The payer, in the account holder's
informs or confirms the Pix transaction institution holding his account for environment, confirms the Pix
information and provides his consent to authentication purposes. transaction.

initiate the payment transaction.

— em e Em Em Em Em = == —_—— e e e = = =y

Consent Authentication Confirmation
D v @
I.och Loja ABC - Loja ABC

PSP DEF

Confirmacdo do pagamento

oot Valor a pagar: R$120,00
E Finalize sua compra O pagamento da

I

|

I

|

|

I

|

| Redirect sua compra foi
Valor: R$ 120,00 | _— == efetuado com

|

I

|

|

I

|

|

|

Vocé confirma a
Pagador: Jodo da Silva tl’al‘lsa(“,ao abaixo?
PSP: DEF

Agencia: 0123
Conta: 456789

Valor total

R$120,00 Conta: 456789

L} | ] L} I>

Recebedor: Loja ABC sucesso!
CNPJ: 12.345.678/0001-99

Recebedeor: Loja ABC
CNP.J: 12.345.678/0001-99

Escolha seu método de pagamento Senha: Namero do Pedido

123456789

Identificagdo do Pix
ID#E12345678202108311200080012345678

Forma de pagamento: Pix
Data de pagamento: 12/08/2022

IMPORTANTE
A transagdo so sera efetivada apds autenticagao
na Instituicdo de Débito na condigao da
existéncia de fundos na conta selecionada.

Ler os Termos e Condigdes

cancelar

cartdo crédito  boleto Pix

Clique agui para outras formas de pagamento

2)

acessar conta

|
I
|
I
|
|
I
) I
Redirect | Agéncia: 0123
I
|
I
I
|
I
I
|



Pix in the e-commerce
(Figures for March 2023)

“ill

93.2% of virtual
stores accept Pix

Lower costs and Benefits offered
(64.4% in 2022 higher conversion to customers

NENELY))

2nd largest discounts (3.5% to
. than boleto and
payment method in . 12%) and/or free
debit cards .
e-commerce shipping

27.1% of
acceptance



Additional
option for
clients

No additional
cost for
checkout
solutions

Low cost of
acceptance

Average cost:

Credit card:
2.34%

Debit card:
1.13%

Pix:
0.33%
4 Quarter/2022

Flow of
information

Information
with the
payment

Automation +
reconciliation

Increase in
customer
base

Financial
inclusion

Business
models that
relied only on
credit card



P2B | P2G

expiration:
01/07/2023

Pi scheduled for
01/07/2023

PSP Payer PSP business



FGTS

FUNDO DE GARANTIA DO TEMPD DE SERVICO

AUTENTICACAO MECANICA

@ Receita Federal

85800000004 6 54620432222 7 80071622276 1 74802042134 5

Documento de Arrecadacao do eSocial

[ 85800000004 6 | [ 546204322227 | [ 80071622276 1 | [ 748020421345 | CPF: ]
Numero: 07.16.22276.7480204-2
Pagar até: 07/10/2022
Valor: 454 62
Vencimento Total a Pagar - R$

_ 11/10/2022 299,99

Caod. Déhito Automatico N° da Conta N° da Fatura Més Referéncia
1121421171-7 00001121421171 00000287043389 09/2022
Pagar
846400000028 999900801005 011214211713 922090433892 via Pix

- 4A17.33E3.CBYE.6E3D.EA78.7016.5D7F.F49D

RESERVADC
REFERENTEA |  VENCIMENTO VALOR A PAGAR
NOV/2022 | 25/11/2022 R$ 224,45

© 9772 M 00 R$'(758

185,72 0,65 R$ 1,20

185,72 3,00 R$ 5,57

Constime Media Dias de | JENCI EBITOS ANTERIORES

Més/Ano kWh kWhidia Fawram. | Para pagar esta fatura pelo PIX:
0UTR022 280 933 30
SETR022 286 8,93 32
AGOR022 222 7,65 29
JuLRo2 273 9,10 30
JUNR022 268 8,37 k7]
MAIR2022 268 8,93 30
ABRR022 302 10,41 29
MARR022 209 934 32
FEVR022 237 8,17 29
JANR022 297 9,00 33
DE22021 235 8,39 28
NOVR021 233 7,76 30

OUTR2 Band. Verde - NOVI22 Band. Verde Infermagses Gerais
Tarifa vigente conforme Res Aneel n®3.046, de 2110612022
Redugéo aliquota ICMS conforme Lei Complementar 194122
Base de calculo reduzida nas Distrib Trar
194122

Considerar nota fiscal quitada apos débito em sua clc.

0 pagamento desta conta nao quita débitos anteriores. Para estes, estdo sujeitas penalidades legais
vigentes (multas) efou atualizagao fi ) das no : e

s
(]

p gos conf. art. 2° da Lei n.°

A h
a (juros)

RECEBA SUA FATURA DE ENERGIA POR E-MAIL DE FORMA FACIL, RAPIDA E SEGURA.
ACESSE AGORA www.cemig.com.br

0 DE DEBITO VENCIMENTO TOT)
25/11/2022 R$ %‘: s

1

REFERENTE A:

. AT TARATT A

I

3
001-9 100190.00009 02874.902022 74701.808177 5 93460000129900
Tocal de pagamento Intermediado por: [Vencimanto
Pagavel em qualquer banco. PjBank S.A. (18.191.228/0001-71)
| Auéncia | Codigo do Benencikro
2857-6 / 69000-7
Gatoarsons a0z Hassiiiag s
8 b \
D50 0o Banco :;‘I:ﬂ s’;;«n I Quantdad Valor vﬁlm ;
sG55 (170 0 1esponsanidade G0 Benehcio) T R$ 1.209.00

Multa de RS 25.98 (2.00 %) apbs o vencimento, Desconias I Abatimentos

Mora/Dia de 0.033 % apts o vencimento, %

Desconto de R$ 99,00 alé o vencimento, | 00 Gedigges
| T Wara T Vika 7 g™
| Y OuaR Serescimas

% | Vabr Cobrade =
B
I"’"l’"mll,Il"I'llml"l“lll"l"m“""mm"l,“mlmm""' Aunicagho Mecaniy FICHA DE COMPENSAGAS




3% amount transactions (72mi)

38% financial value (R$ 400 bi aprox. USD 80)

Depends on
adaptations
in ERP
systems

Different
limits for
different
employees

Integration
via File
exchange
(non-standard)

and Pix API
(standardized)




Withdrawal of cash 0

How Pix Saque works How Pix Troco works
= u-
T 11 ’. \
rovovay| () 1= @

Pix user goes

Pix user goes ,
to a store 3 :d} to a store :
RS ‘ ) 000
P N
‘ = A» Spends R$20
\ RS ; in products

vl Not buying anything,

he makes a R$50 Pix — :
, to the shop ‘
w ‘: Makes a R$30 Pix 1l
The user

The user receives )

the amount of R$50. ‘
The shop acted as \

a withdrawal agent

receives R$10

94,2% Share and correspondents
5,5% merchants



Cases

= Operational failure
* Fraud

Rules

= Up to 90 days from
original transction

= Total or partial amount—
Multiple partial returns of the
same transaction are
permitted, until the total
amount to be returned is
reached

W Claro BR =&

< Devolver valor > S

Beatriz Yano de Miranda
CPF; +++.847.021-++
8anco inter

R$ 10,00

A v AVANGAR
! & o
- = s
7 8 9

PORS Tuv wxvyz

' 0 &
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G security

Rapid adoption
: on multiple use
Security cases can also be

as a main explained by the

fB"!_!‘craat[h high level of EFUSE
from users



security
responsibilities

PSP

Observance of Pix rules
N (transaction rejection, mechanisms, technological aspects — API
Definition of rules and QR Codes, scanning attack prevention, etc)

(RegPix and Specific Safety Manual) Customer risk assessment and definition of
compatible limits

Pix monitoring Secure account opening process

Specific security solutions in the interfaces

Own anti-fraud engines, merit analysis of
concrete situation



Basics of security Additional mechanisms

Authentication Centralized fraud data-base

Extra time to settle

Safe Network and suspicious transactions

Criptography — .
Transactional limits according
Traceability to user risk profile
Precautionary block
KYC/AML / CFT

Special refund mechanism



& — il —Em— L

Payer PSP PSP Payee
of payer of payee
Centralized 2 T 2
antifraud database ................................................
|

Data base of fraud transactions

Operated by the Central Bank, with PSPs feeding
with information

Information shared with all PSPs

PSPs must use information in antifraude tools
(antifraude engine, extra time rule, reject transactions)



Precautionary
block

L —@m—ll-m— 8

Preventive
blocking

Robust
analysis

Immediate
notification

PSP PSP
payer payee
®

Preventive blocking of Funds from the
individual beneficiary (by the payee's PSP):
= at credit time

= forupto 72 hours

= jn case of suspected fraud

more robust analysis:
increasing the likelihood of resource

recovery

The institution shall immediately notify the
payee



Special
Refund Mechanism

g

& — 8 8

Payer PSP PSP Payee
of payer of payee

Standardized procedures to refunds

Payer: contact PSP and ask for refund
PSP of Payer: open the infraction report
PSP of Payee: block funds

Both PSPs: analyze the request

PSP of Payee: request refund

PSP of Payee: send back the funds

Procedures

Important if not enough balance, PSPs show make
aspect partial blocks and refunds

User’s mistake
Not scope Commercial disagreement
Payer is a good faith third party



— M 2

Payer PSP PSP Payee
of payer of payee

&
|

Frauds occur externaly Pix infrastructure

Most common

« phishing

e Fraudulent accounts
e Mule accounts

« Coercion

Infraction report - fraud cases
0,0069% - aprox. 7 in a 100000 transactions



& — @l 8

Payer PSP PSP Payee
of payer of payee
Q o o ©

Prevention @

Better subsidies
Continuous improvement in anti-fraud processes
Education of the population

lz_t- BC te Explica #1 - 7 Dicas para Lid...

BC te Explica:

pix Novo, ~
Golpes Velhos!

Assistirno (& Youlube




I Ongoing improvements

= Cause of fraud (scam, account invasion, coercion,
More accurate etc.)

DG NI = Account receiving funds (mule account,
application fraud - account opened with false documents.)

More qualified
NICHnEHECHR M = Reformulation of the data presented
anti-fraud = |Longer period
analysis

Special Refund Mechanism (improvements)

Channelintegrated into the app (recommended)
ANS between user complaint and opening of infraction report
More robust monitoring of participants

Special Refund Mechanism 2.0 (triangulation)



Incidents

and other actions
I Changes to the security information query

Reformulated

Account information
Account information Security information Security information

= participating ISPB = # settlements = # settlements as receiver
= Agency Number » # open infraction reports # confirmed infraction reports, by type of fraud (mule
" Account number # confirmed infraction reports account, application fraud, others)
" agcounttype # open infraction reports on # total confirmed infraction reports
= Account opening date ) . . . .
= Name/Company name/Finance rejected transactions # total rejected infraction reports
name # distinct participants who confirmed infraction reports
= User's CPF/CNPJ Total value of confirmed infraction reports
" Key creation date | # infraction reports in analysis
* Date of registration of the key in # different participants who have infraction reports under
analysis

the participant
# user-opened accounts with linked Pix keys

By key, CPF/CNPJ and account
3 days, 30 days and 6 months

» Portability date/open claim

By key, CPF/CNPJ
90 days, 1 year and 5 years



keep building
trust

of users







Other products

3 =

. . Other ways . l
[ Pix Request  PixBNPL  toinitiatea  DVPwith
automatic international to Pay NG Pix assets oo

(NFC, Bluetooth etc)






https://www.bcb.gov.br/en/financialstability/pix_en
https://www.bcb.gov.br/en/financialstability/pixfaqen
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